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ows Growing Role of CelI‘vones at Work (2017)
1 -



Kakue ycTponcTBa AAS KOPNOPATUBHDBIX
3AKA34YMUKOB Mbl MOXXEM NMPEeAAOXUTb?
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Galaxy S21 Ultra Galaxy S21+ Galaxy S21




O®PUCHDBI COTPYAHUK

Galaxy A32 Galaxy A52 Galaxy A72
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SAMSUNG

Samsung Takes Galaxy Security to the Next
Level by Extending Updates

Korea on February 22, 2021 Audio Share =

Galaxy products launched since 2019, including the Z, S, Note, A, M, XCover and
Tab series,
will now receive at least four years of security updates

Samsung Electronics announced today Galaxy devices will now receive regular security updates for a minimum of
four years after the initial phone release. By extending support for security updates delivered on a monthly,
quarterly or biannual basis,’ Samsung is giving users peace of mind knowing their data is protected for as long as
they use their Galaxy device.

https://news.samsung.com/global/samsung-takes-galaxy-security-to-the-next-level-by-extending-updates 8
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The Data Analysis Process

c j 5 Steps to Better Decision Making
t businesses and government agencies, lack of data isa't the problem

For mos
In fact, it's the opposite: there's often too much information avadable to make a clear decisior

E ?5 ' I w0 much data to sort through, you need something different from your data
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Analyze Data

SALES BY REGION
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Daily Tracking by region
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Secured by Knox



TUNOBOW YXU3HEHHbIU LIKA YCTPOUCTBA

[IPOCTOTA BBOAC B

BKCMAYATALNIO ynpaBASiEMOCTb

SAMSUNG
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HaAE>XXHOCTb NAATPOPMDI
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be3onacHOCTb AOAXHA HOYMHATBbCA HA 3TANe NPON3BOACTBA
N3roToBAeHUe

AnnapdaTHbIN KOPEHb
AoBepwus

TpoeHue AoBepus

Android Enterprise
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SAMSUNG

YCTPOMUCTBO KOPNOPATUBHOIO YPOBHA AOAXHO 6bIiTb XOPOLLO
3ALWULLIEHO N UM AOAXKHO 6biTb YAOOHO YNPABAATb
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Android
Enterprise

LLinpokue BO3MOXXHOCTU MO

MHOroypOBHEBASA 3CLLMTA
YNPABAEHMIO 1 MOHUTOPUHIY
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YAO6CTBO HOCTPOUKMA
NAQTPOPMDI
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YCTPOMCTBO HY>KHO 6bICTPO BBOAUTb B SKCMAYATALMIO

MoAKAIOUEHME K CEeTU ABTOMOTUYECKOS YCTAHOBKA U
3anyck
nepeAquYu AGHHbIX akTuBaumsa EMM/MDM-areHTa
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Security policy prevents
use of Camera

MopgkniovyeHue kK ceTn Wi-Fi

BK/TKOHEHOD
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SAMSUNG

YCTPONCTBO AOAXKHO OBTOMATUYECKU HACTPAMBATLCA MOA CBOIO
30A04Y

PUTENA Aoructuka 3ApaBOOXpAHEHUE
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PYHKUUOHAABHOCTb NAATPOPMbI
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YCTPOUCTBO AOAXHO MMETb LLIMPOKNUU HA60P BO3MOXXHOCTEMN MO

HacTtpovka ceTeBOro noAxkatoyeHms
PaclumpeHHble HacTonkn VPN

Firewall

Kactomunzaums UX
MpunoxeHnamm
YnpaBneHue oyHKLUMOHANom

AyTeHTuduKaumns / bnoknposka

Nonb3oBaTenu u
YYETHbIE 3anmcu

KoHTenHep

HACTpOWKE U YNPABAEHUIO

S

BO3MOXXHOCTU
NAAT¢OpPMbI
Knox

iHBeHTapm3aums
Ayant noros
CeTeBag aHanauUTuka

YpanéHHoe ynpasaeHuve

USB

Wi-Fi

NFC

Bluetooth
Pexxnm Mmogema

3BOHKU N cooOLEeHns

YnpaBneHue ceptudukatamu

Universal Credential Mgmt.
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YNpPABAATb OGHOBAEHUAMU ONEPALIMOHHON CUCTEMbBI HY)KHO AQXKe
Ha MO6UAbHOU NAATdOPME

AR

Tekywasn

AR

NocneaHsasn aktyanbHas

[IPpoTecTNPOBAHO

He npoTecTUpoBaHO
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TEST . ot v
;-% KOHTPOAb BepCUii, TECTUPOBAHUE U BHEAPEHME

HaA&€XXHaA AOCTABKA TpebyeMbiX O6HOBAEHUA
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UPDATING

== [MO6KOe NAGHMPOBAHUE rPAPUKA YCTAHOBKU w

Installing system update
90%

UPDATING
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CeMeUCTBO peLlueHUn Knox



Knox Platform for Enterprise

PaCLumpeHme nnaT(bopma Knox ans KOpnNopaTtuBHbIX 3aKa34NKOB.

SAMSUNG

o—- ol 7%
NpoABUHYTbIE sy KomnAekcHoe AeTAAbHbIN &6} PacumpeHHas
MEXAHU3MbI @ ynpasAeHue MOHUTOPWHI = HacTpouka
30LLMUTDI YCTPOUCTBOM o

* PopcuposaHme VPN, * YNPABAEHUE MPUAOKEHUAMM * MOHUTOPUHT TPAdOUKA. HacTpoMKa BHELLIHETO BUAC U

* ABOMHOE LLIMAOPOBAHME. 6e3 Google Play. * YAQAEHHOE yrpaBAEHMe. MHTEpdoenca.

« Moaaep>xka HTTP-npokcH. e OTAEAbHbIE MOAUTUKM AAT Wi-Fi, « MHBEHTAPU3ALLMA YCTPOMCTB. YNpaBAEHUME ANMAPATHLIMM

« IP/DNS GoMABTDbI TOAOMKA. Bluetooth, 380HKOB, COOBLLLEHMI. KHOMKOMM.
HacTtponka nmrtaHms.
BAOKMPOBKA OYHKLLMOHAAQ HA
CUCTEMHOM YPOBHE.

contalner 2

Manogement Framework

SE for Android

Runtime Protection and Encryption

TrustZone-based Intagrity Measurement Architecture

Hardware Root of Trust
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Knox Mobile Enroliment

SAMSUNG

ABTOMaTM3aLMs NOAKITHOYEHNSA YCTPOMCTB K KopriopatnsHon MDM/EMM-cucteme.
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ABTOMATUYECKASA HOCTPOWKA U

ycTaHoBka EMM/UEM-areHTa «u3
KOpPO6KW>

* [loaaepXKa pexmma Android
Enterprise Device Owner.

* MNoaaepXKa pexmma Device Admin.

* POPCUPOBAHME YCTAHOBKM
MDM/EMM-areHTa.
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BbICTpO€e 1 NpPoCTO
NMOAKAIOYEHUE YCTPOWUCTB

K MHPpACTPYKTYpe

* BO3MOXHOCTb NPOMNYCTUTb HEHY>KHbIE
LLIArM MACTEPA HACTPOM
MNEePBOHAYOABHOM HOCTPOMKM
YCTPOMCTBA.

* ABTOMATM3ALLMA HACTPOMKM
MDM/EMM-areHTa.

EMM/UEM
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PacLuMpeHHble HOCTPOMKU
MOAKAIOYEHUSA

* [TOBTOPHAOS YCTAHOBKA U AKTUBALLMS
MDM/EMM-areHTa B cAydae cbpoca
YCTPOMCTBA K 30BOACKMM
HACTPOMKOM.
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Knox E-FOTA

SAMSUNG

YnanéHHoe ynpasreHne obHosneHnammn OC Ha BCEM napke yCTPOMCTB.
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* BO3MOXHOCTb GOOPCHMPOBAHME
YCTAHOBKM OBHOBAEHMS OC 6€e3
HEOBXOAMMOCTM COTAQCHUS
MOAb3OBATEAS.

* MOHUTOPMHT CTATYCA YCTOHOBKM
OOHOBAEHMS.

TEST

¢ .W

* Y AOBHbIN MHCTRYMEHTAPMIM AAS
CO3AQHUSA BbIAEAEHHOM QA-CPEABI AAR
TECTUPOBAHMA HOBOM BEPCUM.

* BO3MOXXHOCTb OOHOBAEHMS HOI
Xxeaaemyio sepcumio OC.
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v9.0 v9.2 v10.0

TecTupyeTtcs

s

* BbiGOp AQTbI M BDEMEHM YCTAHOBKM
OOHOBAEHMUSA.

* [TMBKAg HOCTPOMKA NAPAMETPOB
YCTQHOBKM (MAPAMETPBI CETU, 3APAA
AKKYMYASITOPA U Np.).

* AOCTYMHbI PA3AMYHBIE KOHAOUTYPALLMM
PA3BEPTLIBAHUS peLLUEHUS (OOAQKO,
AOKOAbHOS MHCTAHLMS, PA3AMYHAS
TOMOAOTMS).
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